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MDR and Managed Security Services 
The MDR and Managed Security Services program analyzes MDR and key adjacent managed security service capabilities of the various 

providers that offer up these fast growing and urgently needed services. Providers in this market include members of the Big 4, global 

and regional systems integrators, managed services providers (MSPs) that offer up their own managed security offerings to become 

managed security service providers (MSSPs), pure-play security technology providers, telcos, and cloud service providers. 

MARKETS AND SUBJECTS ANALYZED 

• Detailed analysis of the managed detection and response services (MDR) 

• Managed extended detection and response services (MXDR) 

• Other managed security services including managed cloud workload protection and managed digital identity (IAM/IGA/PAM) services 

CORE RESEARCH 

• IDC MarketScape: MDR 

• MDR and Managed Security Services Market Share  

• MDR and Managed Security Services Market Forecast  

• Market Glance: MDR and Managed Security Services  

• IDC TechScape: MDR/MXDR 

• MDR and Managed Security Services Survey 

 

In addition to the insight provided in this service, IDC may conduct research on specific topics or emerging market segments via 

research offerings that require additional IDC funding and client investment. To learn more about the analysts and published research, 

please visit: MDR and Managed Security Services. 

KEY QUESTIONS ANSWERED 

1. What are the key trends emerging within the managed 

security services market, and how will the market grow in the 

near future?  

2. What are the managed services growth areas?  

3. What are the requirements to gain share in these markets?  

4. Who are the leading MDR/MXDR vendors?  

5. What do security services prospects look for in selecting a 

managed detection and response vendor?

COMPANIES ANALYZED 

This service reviews the strategies, market positioning, and future direction of several providers in the MDR and managed security 

services market, including: 

Accenture, Akamai, Alert Logic, Arctic Wolf, Avanade, Bitdefender, 
BlackBerry, BlueVoyant, Booz Allen Hamilton, BT, CACI, Capgemini, CGI, 
Charter Communications (Spectrum Enterprise), Cisco, Cloudflare, Coalition, 
Cognizant, Comcast, Critical Start, CrowdStrike, Cybereason, DeepSeas, 
deepwatch, Dell Technologies, Deloitte, DXC, eSentire, Eviden, Expel, EY, 
Field Effect, Forcepoint, Fortra, Fujitsu, GDIT, Google, GoSecure, GuidePoint 
Security, HCL Tech, HPE, Hughes Network Systems, IBM, Infosys, Inspira 

Enterprise, Juniper, Kaspersky, KPMG, Kroll, Kyndryl, Leidos, LevelBlue, 
LMNTRIX, LTIMindtree, Lumen, Malwarebytes, Mandiant, Microsoft, NCC 
Group, NTT Data, Nuspire, Ontinue, OpenText, Optiv, Orange Cyberdefense, 
Palo Alto Networks, Peraton, Pondurance, PurpleSec, PwC, Rapid7, Red 
Canary, ReliaQuest, SAIC, Samsung SDS, Secureworks, SentinelOne, Sophos, 
STC, Tata Communications, Tata Consultancy Services, Tech Mahindra, 
Telefónica Tech, Telstra, Thales, Trustwave, Verizon, and Wipro. 
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